Team A7143

e & Credible

&8 Open
&b | Knowledge




Credible Open Knowledge Network
We are building a framework and tools to
help software developers and domain
experts to ensure the credibility of their
decision-making software powered by
knowledge graphs.
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Credible Open Knowledge Network
We are curating and make available
knowledge graphs of cybersecurity

vulnerabilities as well as vaccine and COVID-19
related misinformation and facts.
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Data-driven Decision-Making
Applications
We are developing data-driven decision-
making applications to mitigate health
misinformation and to provide assessments
for cybersecurity vulnerabilities.
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Use-Inspired Convergence
Research

The project is informed by 23 interviews with

3 physicians, 3 nurses/nurse practitioners, 2
parents, 1 librarian, 1 historian, 9
cybersecurity experts, 6 professionals in the
field of fact-checking, and 3 experts at a
pharmaceutical company.
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A Knowledge Graph and Taxonomy
of Vaccine-Related Misinformation

A taxonomy of high-level concerns about vaccination, credibility profiles of
iInformation sources, corpora of vaccine misinformation and of intervention
materials, and how they relate to other and to the high-level concerns.
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Cl:Attack on vaccine benefits
C1.1:Vaccines are ineffective C1.2:Natural immunity is better C1.3:0ther advances (e.g. treatment, sanitation)
helped, not vaccines
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C2:Attack on vaccination practices

C2.1:Multiple/frequent vaccinations overload C2.2:Certain people should not get vaccines
the immune system C2.2.1:Pregnant women, C2.2.2:Sick children, C2.2.3:Children too young,
C2.2.4:Certain gender, C2.2.5:0ther factors
C3:Attack on vaccine safety
C3.1:Harmful ingredients C3.2:Side effects
C3.1.1:Thimerosal, C3.1.2:Formaldehyde, C3.2.1:Disease (e.g. HPV), C3.2.2:Disability, C3.2.3:Death (e.g. SIDS),
C3.1.3:Adjuvants (e.g. alumninum), C3.1.4:0ther C3.2.4:Autism, C3.2.5:Short term vaccine injury
C4:Distrust in authority
C4.1:Science and research C4.2:Government and industry conspiracy C4.3:Healthcare (i.e., | know
C4.1.1:Lack of research, and/or special interest better than doctors what
C4.1.2:Research not fail-safe C4.2.1:Government, best for me/my child
(proven wrong before), C4.2.2:Pharma,
C4.1.3:Poorly conducted research C4.2.3:Media

C5:Appeal to individual freedom
C5.1:Right to choose - e.g. C5.2:Religious belief C5.3:My choice has no impact on others
against school-mandated vaccines
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A Knowledge Graph of
Cybersecurity Vulnerabilities

A knowledge graph of 2,071 vulnerabilities from industrial control system
devices. This will help drive applications like the vulnerability prioritization

tool.

SPARQL Endpoint

Default Data Set Name (Graph IRI)
vulnerability

Query Text
select distinct ?Concept where {[] a ?Concept} LIMIT 100

(Security restrictions of this server do not allow you to retrieve remote RDF data, see details.)
Results Format:

Execution timeout: o
Options: Strict checking of void variables

(The result can only be sent back to browser, not saved on the server, see details]

Run Query || Reset

right © 2020 OpenLink Software
Vituoso version 07203217 on L (x86_64-unknown-linux-gnu), Single Server Edition

milliseconds (values less than 1000 are ignored)

Log debug info at the end of output (has no effect on some queries and output formats) Base

About | Namespace Prefixes | Inference rules

Remediation
level

report
confidence

q

has _description
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has _description

with_rl_value

has_source has_source

has_base_score

CVSS \has_cvss_vector Score

vector
‘has_cvss_vecto

Request the Knowledge Graph

Available in Turtle,

N-Triples, Notation3, and RDF/XML

has_description

User
Interface

with_ui_value

has_vul. type

has_temp._score

Temporal
Score

Schema Diagram
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Attack
Vector
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attack
complexity

has. descr\pnon

ith_ ac value

has_source has_source
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has_version

intrusion

Intrusion
action

has_vendor



https://idir.uta.edu/sparql/
https://forms.office.com/Pages/ResponsePage.aspx?id=Q1vcXL7XqkyBc3KeOwpi2QGMN-oXLlBJnPVvPzkQnWZUMVlLUDdMQ0VYUE81VTBHVzhURE9ET1hSQS4u
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A Knowledge Graph and Taxonomy
of COVID-19 Related
Misinformation

A knowledge graph of misinformation on the Internet surrounding the
ongoing COVID-19 pandemic which will help debunk widespread myths
and answer frequently asked questions about COVID-19. It contains the
information about myths, facts, and frequently-asked questions and
answers, as well as their taxonomy, about COVID-19 from multiple websites.

Taxonomy Schema Diagram

Masks Social Distance ‘ Isolation ‘ Wash Hands @ @
(c21.1) (c21.2) (c213) (c2.1.4)
w @\ claimer fact-checker
outlet )

i

Actions Medication
to Prevent (C2.1)

(c23)

Medication
(c31)

Vaccines
(c2.2)

retrieval-date question °
fact_summary

source
answer_details




A Knowledge Graph and Taxonomy
of COVID-19 Related
Misinformation (cont.

SPARQL Endpoint

About | N Prefixes | Inference rule:

Default Data Set Name (Graph IRI)
|covid19

Query Text
select distinct ?Concept where {[] a ?Concept} LIMIT 1@@

(Securify restrictions of this server do nof allow you to retrieve remote RDF data, see details )
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Results Format: HTML ¥
Execution timeout: 0 milliseconds (values less than 1000 are ignored)
Options: Strict checking of void variables [} Log debug info at the end of output (has no effect on some queries and output formats)

(The result can only be sent back to browser, not saved on the server, see details)

Copyright ® 2020 OpenLink Software
Virtuose version 07.20.3217 on Linux (x86_64-unknown-linux-gnu), Single Server Edition

Request the Knowledge Graph

Available in Turtle, N-Triples, Notation3, and RDF/XML



https://idir.uta.edu/sparql/
https://forms.office.com/Pages/ResponsePage.aspx?id=Q1vcXL7XqkyBc3KeOwpi2QGMN-oXLlBJnPVvPzkQnWZUMVlLUDdMQ0VYUE81VTBHVzhURE9ET1hSQS4u

Tools for

Ision-Making

Dec

Search by statement or keywords:

Vaccines cause autism?
Vaccines cause autoimmune disorders?

Or select a concern from taxonomy:
2. Concerns about practices
B 3. Concerns about safety

3.1. Harmful ingredients
B 3.2. Side-effects
3.2.1. Disease (e.g., HPV)
3.2.2. Disability
3.2.3. Death (e.g., SIDS)
3.2.4. Autism
3.3.5. Short-term injury
4. Distrust in authority
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Trending Near You

Is COVID-19 treatable with aspirin and
coagulant?

Do flu shots cause false positives for COVID-
19 tests?

Is the “Plandemic” documentary credible?

MORE

Vaccines cause aut|

Vaccines cause autism? m

Counter Points

Andrew Wakefield, who claimed MMR caused
autism, falsified data in his research...

Read More
Papers suggesting links between thimerosal and
autism have been retracted/discredited...
Research shows no link between autism and
vaccines (either antigens or ingredients). ..

MORE HISTORY
General Resources
Andrew Wakefield, Wikipedia

Vaccines and Autism: What You Should Know,
Children’s Hospital of Philadelphia <

Do Vaccines Cause Autism? The College of
Physicians of Philadelphia

Vaccines Do Not Cause Autism, CDC

MORE PERSONALIZE

An App for Personalized
Interventions Against Vaccine
Misinformation (mock-up interface)

An app to help doctors and nurses work with hesitant parents, by
suggesting counter points and information resources that are credible to
them and speak to their specific concerns.

Vaccines cause autism? m

Vaccines cause autism? m

Other patient/parent concerns:

D 3.1.3. Concerns about safety: Harmful
Ingredients: Aluminum adjuvant

D 4.2. Distrust in authority: Government/industry
conspiracy/special interest

Personalize using EPIC data:
Dernographics

Learning/language preferences
Immunization history

[ co ]
Personalized Resources
Christopher Shaw (neroscientist), Wikipedia

Retraction Notice, Journal of Inorganic
Chemistry

Torturing more mice in the name of

antivaccine pseudoscience: PubPeer versus
antivaxers, David Gorsk

MORE

Other patient/parent concerns:
D 4. Distrust in authority

Add More from Taxonomy

Personalize using EPIC data:
Demographics
Learning/language preferences
Immunization history

Go

Personalized Resources

MMR vaccine not linked to autism, even in
high-risk kids (video), Fox News

MORE




Vulnerability Prioritization Tool

The tool is designed to credibly rank industrial control system security
vulnerabilities based on severity level, while providing relevant information
cues from public vulnerability repositories for vulnerability severity
assessment.

Prioritization tool, Video

. Network(AV:N)

Attack Vector
l Adjacent{(AV:A)

Attack Complexity I Low(AC:L)
Privileges Required I None(PR:N)
User Interaction I None(UEN)

. Unchanged(S:U)

l Changed(S:C)

Confidentiality

None(C:N)
Integrity

None(l:N)

CVSS score:7.4
collect from CERT

CVSS score:6.5
collect from NVD

Scope
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CVSS v3.1 Base:8.6

Availability
High(A:H) NEW!
CVSS v3a
. Exploit Code Maturity Temporal:8.2

[ Not Defined(E:X)
[ official Fix(RL:0)
Ml Confirmed(RC:C)

. Remediation Level
[ Report Confidence
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http://cvkn.pythonanywhere.com/browse
https://cokn.org/assets/videos/sec-demo-video-june30.mp4
https://cokn.org/assets/videos/sec-demo-video-june30.mp4
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Browser Plugin for Mitigating
Health Misinformation

COKN Health Info Check is a Google
Chrome Web Browser Extension that helps
mitigate health-related misinformation by
bringing relevant fact checks to Chrome
users.

This extension automatically 1) highlights
check-worthy factual claims on webpages
using the ClaimBuster API and 2) displays
professional fact checks that are relevant to
the highlighted claims by using Google
Fact Check Explorer API. The beta version
of this extension can be downloaded from
the Chrome Web Store (currently
temporarily at https://tinyurl.com/idir-
cokn-ext-temp, before it becomes
available in official Chrome Store).

Q % G B K

@ COKN Health Info Check

This extension displays related health misinformation
debunks via the Google Fact Check Explorer

SARS-CoV-2 contains man-made
manipulations to enhance its virulence in human cells

CEIETCHRME R SARS-CoV-2 virus is bio-

engineered and/or emerged from a lab in the
Chinese city of Wuhan, Hubei province.

WETNIENEaa®a =44 MOSTLY FALSE: Scientists

can find no evidence that SARS-CoV-2 virus was
bio-engineered, but the claim that the virus
might have escaped from a Wuhan lab has not
been adequately or appropriately refuted.

Five Australian scientists concur that the


https://idir.uta.edu/claimbuster/api/
https://toolbox.google.com/factcheck/explorer
https://tinyurl.com/idir-cokn-ext-temp
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asked questions, and

Maximum impact.

COVID-19 Dashboard, Video
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@ ] Get Your Facts Straight [ x]

Cases

CDC's overall case numbers are validated
through a confirmation process with
Jurisdictions. The process used for finding
and confirming cases displayed by
different places may differ.

Total:
9.0

Basic information-Definition

COVID-19 is the infectious disease caused

United States
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by the most recently discovered
coronavirus.

W LATEST STATE TWEETS (x]

Senator John Cornyn & L
@JohnCornyn

TMC leaders: COVID-19 surge is not
eclipsing Houston hospital capacity
chron.comfhouston/articl... via
@houstonchron

3:35 PM - Jun 25, 2020

§r See the latest COVID-19 in...

US Rep. Filemon Vela & L J
@RepFilemonVela
.@GovAbbott's blundering COVID-19
response and
Trump pandering is now killing Texans

O n3

hustin County
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Deliverables: Dec

COVID19 Pandemic - Public Infermation

An information dashboard surrounding the ongoing COVID-19 pandemic. It
shows figures from different sources to provide a holistic view of the
pandemic as it develops. It also includes a chatbot to assist with commonly

relevant tweets and fact-checks Ilocalized for
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https://idir.uta.edu/covid-19/
https://idir.uta.edu/covid-19/
https://cokn.org/A7143-COKN-covid19-dashboard.mp4
https://cokn.org/A7143-COKN-covid19-dashboard.mp4
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Application-specific credible
decision making systems

Domain-specific credible
knowledge graphs

@

Dataset/code releasing;
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Cross-cutting Partner deployment and
framework and tools Track-A team adoption
subjective credibility strategies; —
objective credibilitytools m DukeHealth FORTIPHY @3’ Geographic Information Systems (A6677)
LOGIC 4]
Hu m efafacl’ d@\h Chemical & materials systems (A7017)

. SIEMENS
+. FACTMATA m Civil infrastructure (A7115)
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~ FACTMATA ﬂ= metafact
ACCESS PRELIMINARY RELEASE
OF TOOLS, DATASETS, AND
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https://cokn.org/

